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Comprehensive Network Protection

NetShield Security Suite offers the most comprehensive network protec-
tion available. Today’s networked environments provide numerous oppor-
tunities for virus infection and security breaches. NSS is designed to offer
total network protection at all points of entry.

NETSHIELD SECURITY SUITE
NetShield: WebWall :

GroupShield: Groupware Virus Protection For  SecureCast:
Notes and Exchange Servers

Server Virus Protection Full Featured Firewall

Automatic Internet Software
Delivery

WebShield: Virus Protection For Internet Me! Consaole: Software Updates, Distribution
Gateways and Centralized Alerting
NetCrypto:  Powerful Encryption For

Notwork Data

NetShield, 100% Detection With Hunter Technology

The expense of cleaning a network-based infection can be staggering.
Infecled server files raise the ante on virus infections, rapidly expanding a
desktop infection into a network virus outbreak. NetShield is a superior
anti-virus solution for network servers which supports Windows NT,
windows NT for Digital’'s Alpha, NetWare 3.x and NetWare 4.x servers.

» Hunter Technology consistently achieves
100% detection of all viruses in leading
lab tests

* Best detection rates for Word & Excel
Macro Viruses

¢ Full support for Qffice 97 and 95 file
formats

e Native NT system service on NT and
NLM implementation for NetWare

e Supports real-time, scheduled and
on-demand scanning

e Generates alerts to centralized console
when viruses are detected

To protect your Unix servers, NSS also includes VirusScan for Unix which
performs on-demand scans for PC files stored on Unix servers.
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The Worldwide Leader in
Network Security and

Management Solutions

By meeting the needs of today’s
distributed enterprise, McAfee
has become one of the largest
software companies in the
world. Over 25 million people
worldwide and mast of the
Fortune 1000, trust their enter-
prise to McAfee. McAfee is
globally recognized as the
market leader in anti-virus,
security, network management

arwd help desk solutions.




GroupShield: Anti-Virus For Notes
& Exchange Servers

Microsoft Exchange and Lotus Notes provide robust

ways for people to share information. Unfortunately,

these environments are also prone to spreading macro

viruses rapidly through a company. GroupShield pro-

tects native Exchange and Notes applications which

scan and clean messages in real-time within mail

stores, private folders and public folders.

* Comprehensive virus protection at all entry/exit
points

¢ includes Hunter technology which consistently
detects 100% of the viruses in leading lab tests

* Real-time, scheduled and on-demand scanning of
messages in selected mailboxes and public folders

* Robust alerting features inform administrators,
senders and recipients of infected messages

WebShield: Internet Gateway Virus Protection

WebShield scans all inbound and outbound Internet
e-mail, file transfers and web browsing traffic from a
dedicated Intel system. Secure remote management
allows for configuration and auditing from a trusted
client using WebShield’s intuitive graphical interface.

Custom virus notifications can be configured for ali
scanned services while infected files are optionally
quarantined. WebShield also offers a Java filter to
restrict untrusted applets. Virus patterns and scan
engine updates can be made on the fly with no down-
time to WebShield scanning. Completely transparent,
WebShield requires no user training, no client software,
no address changes and can not be by-passed.

NetCrypto: The Easy Way To Build A Virtual
Private Network

Every day, user names, passwords, e-mail, financial and
personnel information travels over your network or over
the Internet in plain “clear” text. Anyone connected to
the network can easily intercept, read, or even modify
this information. “Snooping” a network is frighteningly
simple and impossible to detect. NetCrypto puts an end
to snoopers.

* Includes several built-in encryption algorithms,
including up to 56-bit DES encryption internationally
and 160-bit in the U.S. and Canada

* Uses Diffie-Hellman single session key exchange
technology to eliminate key management

* Supports Windows NT , Windows 95 and popular
Unix platforms

WebWall: Full Featured Firewall

Obtrusive and visible barriers become a challenge for
users and often bypasses are discovered through trial
and error. WebWall is completely transparent when
permissions are granted and undefeatable when denied.

* Lasiest to use interface in the industry, WebWall’s
Configuration Wizard lets you set up access control
in minutes.

* Transparent address filtering on all TCP/IP trafiic

* Network Address Translation to hide internal
addresses from outsiders

¢ SMTP e-mail queuing and forwarding

* tvent logging of all inbound and outbound traffic
with alert mechanisms

» [PSec compatible for virtual private networking
between participating systems

s Integrated WebShield virus scanning stops hackers
and viruses with one application

Keep Up-To-Date With SecureCast Automatic
Internet Software Delivery

New versions of NetShield Security Suite can be deliv-
ered to your desktop automatically using SecureCast,
the world’s first Internet software delivery service. This
exciting feature does not require visiting Web sites or
using FTP utilities; everything is delivered to you within
hours after it is released. With 500 new viruses discov-
ered every month , this service is an important part of
keeping your protection up-to-date.

2805 Bowers Avenue
Santa Clara, CA 95051
{408) 988-3832

www.mcafee.com
ftp.mcafee.com
BBS (408) 988-4004

Network Security & Management

MaAfee, VirusScan, VirusScan Securily Suitc and MeAfec Enterprise are registered trademarks of McAfee Associates, Ine. NetShield Security Suile, GroupShield, webShield, Webwall, McAfee ServiceDesk Suile,
Zero Administration Client Suite, McAfee HelpDesk Suite, NetCrypto, and SccureCast are trademarks of McAfee Associates, Inc. All other trademarks are properly of their respective awners. @ 1997 McAfes,
Inc. All rights reserved. Printed in United States. DSNSSTO004997



